279TH BASE SUPPORT BATTALION

COMMANDER'S POLICY


POLICY NUMBER:  01-28



DATE:  16 May 2001

 SUBJECT:  Illegal Software

 PROPONENT:  S-3/Network Services Center
DISTRIBUTION:  A, B & C

PURPOSE:  Uphold current regulations and laws governing the illegal use of copyrighted software, establish unit policy, and educate users.

SCOPE:  All personnel assigned, attached, or subordinate to the 279th Base Support Battalion.

REFERENCE:  AR 11-2, Internal Control Systems, USAREUR Reg 380-19, Title 17 and 18, U.S. Code

POLICY:

1.  Illegal software will not be tolerated in this command, and upon discovery will be erased immediately.  Directors will take action to purchase legal copies of programs necessary for mission accomplishment.  Until proper licenses are obtained directors will not authorize the use of copyrighted software even if a purchase action is in progress.  Further, managers will not condone or order the use of illegal software.  Copying and use of illegal software is theft.  By law, users may be subjected to prosecution and/or fines if illegal software is found on their systems, whether they know the software was illegal or not.

2.  What constitutes illegal software?  If in doubt, read the licensing agreement pouch your diskettes came in, or ask your Information System Security Officer (ISSO) or Information System Security (ISSM).  Generally speaking, for commercial products, you must have the original disks and documentation.  A single copy of software loaded on one computer at a time, and copying of said disks is limited to a backup copy only.  If you purchased a local area network (LAN) package, or a site license, your agreement will tell you how many computers you are authorized to put the program on, and will limit distribution to a unit or geographic area.  Programs created by the Army for the Army can be copied on as many Army machines as the mission requires.  Shareware is also copyrighted and cannot be used on government machines without registering it and paying the required fee to the programmer.  Public domain software (freeware), and use of personally owned software, is prohibited unless evaluated and approved by the Automation Manager or ISSM.
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3.  Use of illegal software subjects the Army to charges of copyright infringement, risk of severe fines, and disruption of operations.  In accordance with AR 11-2, each manager is responsible for ensuring proper control of resources.  Ensure your software is legal.

4.  “Maximum Support - It Shall Be Done!”
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