279TH BASE SUPPORT BATTALION

COMMANDER'S POLICY

POLICY NUMBER:  01-29



DATE:  16 May 2001

SUBJECT:  Purging and Classification of Computer Equipment


PROPONENT:  S3/Network Services Center 

DISTRIBUTION:  A, B, & C

PURPOSE: Prevent inadvertent disclosure of sensitive or classified information, violation of software license agreements, and provide a point of contact if a discrepancy is found.  Too often computer equipment is redistributed, or turned in to Defense Reutilization and Marketing Office (DRMO) without being purged.  Privacy Act data, personnel files, and troop movements are commonly found items on hard drives.

SCOPE:  All personnel assigned, attached, or subordinate to the 279th BSB.

REFERENCES:  AR 380-19, Information Systems Security, UR 380-19, Information Systems Security, UR 25-1, USAREUR Information Resources Management Program.

POLICY: 
1.  Prior to transferring computer equipment to another organization, all systems will be purged.  Turn-in to the BSB Property Book Officer (PBO) also requires classification on DA Form 2407 (Maintenance Request).  Information System Security Officers (ISSOs) or Information Management Officers (IMOs) are authorized to classify computer components, and will ensure the following is accomplished prior to affixing their signature to DA Form 2407.


a.  Check system for more than one physical hard drive.

b. Run FDISK.EXE on each hard drive to see if any partitions exist.  For one partition, use Norton Utilities WIPEINFO.EXE to completely obliterate all data, and then reinstall Microsoft Disk Operating System (MS-DOS).  (If you use version 3.3 or lower, you do not need to turn the MS-DOS diskettes in with the computer).  For two or more partitions, wipe each partition with Norton WIPEINFO.EXE.  Run FDISK.EXE again to remove all partitions, then create one partition for the entire disk.  Reinstall MS-DOS.  (Using FORMAT.EXE does not prevent you from recovering data on the hard drive.)  If you don not have Norton Utilities 4.5 or higher, contact your Information System Security Manager (ISSM) for a copy.

c. A label containing the following will be prominently displayed on the system:  “This system has been purged of all sensitive information per AR 380-19.  Date, name, rank, phone number, and signature”.  The same information will be displayed in the remarks section of DA Form 2407.
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d.  Classification codes are as follows, and will be annotated on copy two of DA Form 2407, Section II:  Operational – Code B; Broken, but repairable – Code F; Incomplete, missing parts – Code G; Dead – do not resurrect – Code H.  When using Codes F, G, and H, write what is

wrong with the component in the remarks section.


e.  If you cannot access the hard drive, or have a similar problem while attempting to purge a computer, contact your Tier-III Maintenance Desk Representative, a section Computer Specialist, or ISSM for assistance.


f.  The BSB Automation Administrator will be contacted, and coordination made as to the type of software/hardware being turned-in.  This will ensure compliance with the automation plan.

2.  “Maximum Support!  It Shall Be Done.”
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